Modifications to “Apache2 SSL on Windows” by Neil C. Obremski
edited by Luke Holladay 3/6/2007

This document updates Neil’s guide to work with Apache 2.2.3 and OpenSSL 0.9.8d.

1. Install OpenSSL

Download Openssl-0.9.8d-Win32.zip from hunter.campbus.com.

Unzip it somewhere.

Copy libeay32.dll and ssleay32.dll to your /system32 folder.

Download openssl.cnf from neilstuff.com and place it wherever you unzipped the files.

(It helped me to name this file openssl.conf as I downloaded it, else Windows thinks it’s a different filetype.)

2. Create self-signed SSL
Open a command prompt in the directory where you unzipped OpenSSL.

Generate a CSR:

openssl req –config openssl.conf –new –out –blarg.csr –keyout –blarg.pem

Create the key:

openssl  rsa –in blarg.pem –out blarg.key

Create the cert:

openssl x509 –in blarg.csr –out blarg.cert –req –signkey blarg.key –days 365

3. Install Apache2 w/SSL

Download Apache_2.2.3-Openssl_0.9.8d-Win32.zip from hunter.cambus.com.

Unzip it somewhere. 

Open conf/httpd.conf and modify ServerRoot and Directory.

Open a command prompt in /bin and run “httpd –k install”.

4. Enable SSL in Apache2
Open conf/httpd.conf and uncomment the line that loads mod_ssl (LoadModule ssl_module modules/mod_ssl.so), and the line which loads the ssl.conf file (Include conf/extra/httpd-ssl.conf).  

Open conf/extra/httpd-ssl.conf and change VirtualHost settings. 
     (DocumentRoot, ServerAdmin, ServerName, ErrorLog, TransferLog)

Also, change SSLCertificateFile and SSLCertficateKeyFile to point to your .cert and .key files.

Restart Apache2.

Additional Notes:

It can much simpler to replace to default httpd.conf with a pared-down version, and separate out your HTTP and HTTPS virtual hosts into separate conf files. For reference, I’ve included my config files below. If you use these, make sure to back up your existing conf files and modify these to fit your environment. Also be sure to create the directory within <install>/logs to hold your site logfiles, or Apache will not start. (These were created for use with OpenCms, which is why they point to a tomcat directory).
httpd.conf:

ServerName blarg.domain.com

ServerRoot "C:/Program Files/Apache"

Listen 80

Listen 443

ServerAdmin you@example.com

DocumentRoot "C:/Program Files/Apache"

Include conf/extra/httpd-mods.conf

Include conf/extra/httpd-vhosts.conf

Include conf/extra/httpd-default.conf

Include conf/sites-enabled/*.conf

AddType application/x-x509-ca-cert .crt

AddType application/x-pkcs7-crl    .crl

SSLPassPhraseDialog  builtin

SSLSessionCache        none

SSLSessionCacheTimeout  300

SSLMutex  default

<Directory />

    Options FollowSymLinks

    AllowOverride None

#    Order deny,allow

#    Deny from all

</Directory>

<Directory "C:/Program Files/tomcat/webapps/ROOT">

    Options Indexes FollowSymLinks

    AllowOverride None

    Order allow,deny

    Allow from all

</Directory>

<IfModule dir_module>

    DirectoryIndex index.html

</IfModule>

<FilesMatch "^\.ht">

    Order allow,deny

    Deny from all

    Satisfy All

</FilesMatch>

ErrorLog logs/error_log

LogLevel warn

<IfModule log_config_module>

    LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\"" combined

    LogFormat "%h %l %u %t \"%r\" %>s %b" common

    <IfModule logio_module>

      # You need to enable mod_logio.c to use %I and %O

      LogFormat "%h %l %u %t \"%r\" %>s %b \"%{Referer}i\" \"%{User-Agent}i\" %I %O" combinedio

    </IfModule>

    CustomLog logs/access_log common

</IfModule>

DefaultType text/plain

<IfModule mime_module>

    TypesConfig conf/mime.types

    AddType application/x-compress .Z

    AddType application/x-gzip .gz .tgz

</IfModule>

<IfModule ssl_module>

    SSLRandomSeed startup builtin

    SSLRandomSeed connect builtin

</IfModule>

extra/httpd-mods.conf
LoadModule actions_module modules/mod_actions.so

LoadModule alias_module modules/mod_alias.so

LoadModule asis_module modules/mod_asis.so

LoadModule auth_basic_module modules/mod_auth_basic.so

#LoadModule auth_digest_module modules/mod_auth_digest.so

#LoadModule authn_anon_module modules/mod_authn_anon.so

#LoadModule authn_dbm_module modules/mod_authn_dbm.so

LoadModule authn_default_module modules/mod_authn_default.so

LoadModule authn_file_module modules/mod_authn_file.so

#LoadModule authz_dbm_module modules/mod_authz_dbm.so

LoadModule authz_default_module modules/mod_authz_default.so

LoadModule authz_groupfile_module modules/mod_authz_groupfile.so

LoadModule authz_host_module modules/mod_authz_host.so

LoadModule authz_user_module modules/mod_authz_user.so

LoadModule autoindex_module modules/mod_autoindex.so

#LoadModule cern_meta_module modules/mod_cern_meta.so

LoadModule cgi_module modules/mod_cgi.so

#LoadModule dav_module modules/mod_dav.so

#LoadModule dav_fs_module modules/mod_dav_fs.so

#LoadModule deflate_module modules/mod_deflate.so

LoadModule dir_module modules/mod_dir.so

LoadModule env_module modules/mod_env.so

#LoadModule expires_module modules/mod_expires.so

#LoadModule file_cache_module modules/mod_file_cache.so

#LoadModule headers_module modules/mod_headers.so

LoadModule imagemap_module modules/mod_imagemap.so

LoadModule include_module modules/mod_include.so

#LoadModule info_module modules/mod_info.so

LoadModule isapi_module modules/mod_isapi.so

LoadModule log_config_module modules/mod_log_config.so

LoadModule mime_module modules/mod_mime.so

#LoadModule mime_magic_module modules/mod_mime_magic.so

LoadModule proxy_module modules/mod_proxy.so

LoadModule proxy_ajp_module modules/mod_proxy_ajp.so

LoadModule proxy_balancer_module modules/mod_proxy_balancer.so

LoadModule proxy_connect_module modules/mod_proxy_connect.so

LoadModule proxy_http_module modules/mod_proxy_http.so

LoadModule proxy_ftp_module modules/mod_proxy_ftp.so

LoadModule negotiation_module modules/mod_negotiation.so

LoadModule rewrite_module modules/mod_rewrite.so

LoadModule setenvif_module modules/mod_setenvif.so

#LoadModule speling_module modules/mod_speling.so

#LoadModule status_module modules/mod_status.so

#LoadModule unique_id_module modules/mod_unique_id.so

LoadModule userdir_module modules/mod_userdir.so

#LoadModule usertrack_module modules/mod_usertrack.so

#LoadModule vhost_alias_module modules/mod_vhost_alias.so

LoadModule ssl_module modules/mod_ssl.so

extra/httpd-vhosts.conf:
# Virtual Hosts
#

# If you want to maintain multiple domains/hostnames on your

# machine you can setup VirtualHost containers for them. Most configurations

# use only name-based virtual hosts so the server doesn't need to worry about

# IP addresses. This is indicated by the asterisks in the directives below.

#

# Please see the documentation at 

# <URL:http://httpd.apache.org/docs/2.2/vhosts/>

# for further details before you try to setup virtual hosts.

#

# You may use the command line option '-S' to verify your virtual host

# configuration.

#

# Use name-based virtual hosting.

#

NameVirtualHost *:80

#

# VirtualHost example:

# Almost any Apache directive may go into a VirtualHost container.

# The first VirtualHost section is used for all requests that do not

# match a ServerName or ServerAlias in any <VirtualHost> block.

#

#<VirtualHost *:80>

#    ServerAdmin webmaster@dummy-host.example.com

#    DocumentRoot /www/docs/dummy-host.example.com

#    ServerName dummy-host.example.com

#    ServerAlias www.dummy-host.example.com

#    ErrorLog logs/dummy-host.example.com-error_log

#    CustomLog logs/dummy-host.example.com-access_log common

#</VirtualHost>

#<VirtualHost *:80>

#    ServerAdmin webmaster@dummy-host2.example.com

#    DocumentRoot /www/docs/dummy-host2.example.com

#    ServerName dummy-host2.example.com

#    ErrorLog logs/dummy-host2.example.com-error_log

#    CustomLog logs/dummy-host2.example.com-access_log common

#</VirtualHost>

sites-enabled/site.conf:

<VirtualHost *:80>

        ServerName blarg.domain.com

        ServerAdmin you@domain.com

        DocumentRoot "C:/Program Files/tomcat/webapps/ROOT"

        ErrorLog logs/site/error_log

        TransferLog logs/site/access_log

        DirectoryIndex index.html index.htm error.htm

</VirtualHost>

sites-enabled/site-ssl.conf
<VirtualHost _default_:443>

        SSLEngine on

        SSLCipherSuite ALL:!ADH:!EXPORT56:RC4+RSA:+HIGH:+MEDIUM:+LOW:+SSLv2:+EXP:+eNULL

        SSLCertificateFile "C:/Program Files/Apache/conf/ssl/blarg.cert"

        SSLCertificateKeyFile "C:/Program Files/Apache/conf/ssl/blarg.key"

        ServerName blarg.domain.com

        ServerAdmin you@domain.com

        DocumentRoot "C:/Program Files/tomcat/webapps/ROOT"

        ErrorLog logs/site/ssl_error_log

        TransferLog logs/site/ssl_access_log

        DirectoryIndex index.html index.htm error.htm

</VirtualHost>

